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Аннотация. В статье исследуются актуальные проблемы обеспечения защиты персональных данных (ПДн) в контексте 
глобальной цифровизации. Проведён сравнительный анализ правовых основ регулирования сферы ПДн в России (ФЗ-152) и 
за рубежом (GDPR, Конвенция Совета Европы № 108), выявлены ключевые различия в подходах и возможности 
заимствования лучших практик. На основе статистики утечек за 2013–2023 гг. (свыше 6 000 инцидентов, более 20 млрд 
скомпрометированных записей) систематизированы основные угрозы безопасности ПДн и векторы атак. Оценена 

эффективность действующих мер защиты через призму правоприменительной практики (деятельность Роскомнадзора, 
судебные решения). Предложена комплексная модель защиты ПДн, интегрирующая технические (шифрование, 
многофакторная аутентификация, SIEM-системы), организационные (обучение персонала, аудит, назначение DPO) и 
правовые (соблюдение ФЗ-152, GDPR) механизмы. Сформулированы рекомендации по совершенствованию регулирования: 
усиление профилактики нарушений, развитие досудебного урегулирования споров, адаптация норм к новым технологиям 
(ИИ, квантовые вычисления). Сделан вывод о необходимости сбалансированного подхода, сочетающего технологическую 
модернизацию, правовую гармонизацию и повышение цифровой грамотности субъектов данных. 

Ключевые слова: персональные данные, цифровизация, информационная безопасность, правовое регулирование, 
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Abstract. The paper examines current challenges in protecting personal data (PD) amid global digitalization. A comparative analysis 
of legal frameworks regulating PD in Russia (Federal Law No. 152-FZ) and abroad (GDPR, Council of Europe Convention No. 108) 
reveals key differences in approaches and opportunities to adopt best practices. Using leakage statistics for 2013–2023 
(over 6,000 incidents, more than 20 billion compromised records), the study systematizes major PD security threats and attack vectors. 
The effectiveness of current protection measures is evaluated through law enforcement practices (Roskomnadzor activities, court 

decisions). A comprehensive PD protection model is proposed, integrating technical (encryption, multi-factor authentication, SIEM 
systems), organizational (staff training, audits, DPO appointment), and legal (compliance with FL 152, GDPR) mechanisms. 
Recommendations for regulatory improvement include strengthening violation prevention, developing pre-trial dispute resolution, and 
adapting norms to emerging technologies (AI, quantum computing). The research concludes that a balanced approach combining 
technological modernisation, legal harmonisation, and enhanced digital literacy of data subjects is essential. 
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1. Introduction 

The current stage of social development is characterized by an unprecedented digital 

transformation that covers almost all areas of the functioning of the state, economy and society - from 

public administration and business-processes to education systems, healthcare and the everyday 

digital ecosystem that residents use every day. An integral feature of this process is the exponential 

growth in the volume of accumulation and processing of personal data - PD) - a critical resource of 

the XXI century. Indeed, virtually no digital service today functions without collecting and processing 

users ' personal information, which creates a stable dependence of society on mechanisms for storing 

and transmitting sensitive data. 

The relevance of the problem is clearly confirmed by statistics. Accordingto RiskBased 

Security, in 2023, more than 6,000 data breaches were recorded worldwide, as a result of which more 

than 20 billion records were compromised. These figures demonstrate not just the scale of the 

phenomenon, but also its systemic nature: leaks occur in organizations of various levels - from global 

corporations to small businesses, affecting millions of people and undermining the foundations of 

digital trust. 

Against this background, a key scientific and practical problem is clearly identified: despite 

the existence of well-developed legislation in the field of personal data protection, there is a steady 

increase in large-scale leaks, which indicates a systemic gap between legal norms and their technical 

implementation. This dissonance manifests it self in several aspects: 

 imperfect mechanisms for adapting regulatory requirements to rapidly changing technological 

realities; 

 insufficient synchronization of international and national regulatory approaches; 

 the gap between the declared security standards and their actual implementation at the level of 

organizations. 

The situation is aggravated by the fact that in proportion to the increase in information flows, 

the systemic risks of cyberthreats, as well as large-scale incidents related to data privacy and integrity 

violations, also increase. The loss of control over personal information by subjects is fraught not only 

with direct economic damage (according to experts, the average loss from a single leak reaches 

millions of dollars), but also with the erosion of public trust in digital platforms. Moreover, such 

incidents pose serious threats to the violation of the constitutional rights of citizens to privacy and 

information security, undermining the basic principles of the rule of law. 
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Under these conditions, providing reliable protection PD is not just a technical task, but one 

of the priority strategic goals of the modern digital state, a factor of national cyber stability and a 

guarantor of social stability. 

The purpose of this article is to conduct a comprehensive, systematic and predictive analysis 

of existing legal, organizational and technical mechanisms for ensuring the security of personal data 

in the context of increasing global digitalization. 

To achieve this goal, the following tasks are solved in the work: 

1. Conduct a comparative-legal analysis of Federal Law No. 152-FZ "On Personal Data" and the 

EU General Data Protection Regulation (GDPR), identifying similarities, differences and 

opportunities for borrowing best practices. 

2. Classify current threats to personal data security based on an up-to-date statistical database, 

identifying the most critical attack vectors and vulnerabilities. 

3. Evaluate the effectiveness of existing security measures PD through the analysis of law 

enforcement practices, including court decisions and regulatory orders. 

4. Develop comprehensive recommendations for key stakeholders-government, business and end 

users - to improve the level of personal data protection, taking into account technological and 

legal trends. 

To achieve this goal, the following tasks are set in the framework of the study: 

1. Identify current vectors of cyberthreats caused by the active introduction of cloud technologies 

and artificial intelligence. 

2. To conduct a comparative analysis of the approaches of Russian legislation (152-FZ) and 

international practice (GDPR)to the regulation of personal data. 

3. Evaluate the effectiveness of existing technical and organizational measures, including in the 

context of human impact. 

4. Develop well-reasoned recommendations for improving information security mechanisms, 

taking into account the principles of Privacy by Design. 

1.1. Theoretical foundations of personal data protection 

Personal data (PD) is any information related to a directly or indirectly identified individual 

(subject of personal data). According to modern legal understanding, this includes a wide range of 

information - from basic identifiers (full name, date and place of birth, passport data) to digital 
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information (IP-addresses, cookie-cookies, biometric data, geolocation tags). The key feature of 

personal data is their dual nature: on the one hand, they are a valuable resource for the development 

of digital services and the data economy, on the other - a vulnerable object that requires strict 

protection due to potential risks to human rights and freedoms [2]. 

In the Russian legal system, the key regulatory document is Federal Law No. 152-FZ "On 

Personal Data "(adopted in 2006, with subsequent amendments). The Law: sets out the fundamental 

principles of personal data processing (legality, fairness, limitation of purposes, data minimization, 

accuracy, limitation of storage time, etc.); regulates in detail the rights of subjects(the right to access, 

correction, deletion, restriction of processing, data portability, objection to automated processing); 

defines the obligations of operators(ensuring confidentiality, notification * introduces classification 

of personal data categories PD(public, special, biometric, other) with differentiated protection 

requirements. 

In international practice, however, two key documents serve as a guide: This is the General 

Data Protection Regulation (GDPR) current in the territory of the European Union (effective from 

2018) and Council of Europe Convention No. 108 " On the Protection of Natural Persons with regard 

to Automated Processing of Personal Data "(revised in 2018). This is the first universal international 

treaty in the field of protection of personal data, which. For clarity, it is necessary to conduct a 

comparative analysis in the form of table 1. 

Table 1. Comparative analysis of two legislative codes. 

Criterion of the Russian Federation 

(FZ-152) 

EU (GDPR) Output 

Definition of 
personal 

data any information related 
to physical persons. 

any information about an identified 
or identifiable individual. 

This definition in the GDPR is 
broader, including online 

identifiers (IP, Coockie) 

Legal justification 
for processing 

Consent, contract, public 
interest 

Consent, contract, legitimate 
interests 

The GDPR has more stringent 
requirements for obtaining 
consent. In Federal Law 152, 
this is spelled out less clearly. 

Subject's rights Right to access, clarify, 
block, destroy 

Right to access, correct, forget, 
transfer data 

GDPR granting the subject 
stronger rights, for example data 

portability 

Liability and fines Up to 500 thousand rubles 
for legal entities 

Up to 20 million euros or 4% of the 
global annual turnover 

Штрафы по GDPR fines are an 
order of magnitude higher, what 
is a powerful tool for companies 

Approach to cross-
border transfer 

Requires adequate 
protection, storage in the 
Russian Federation 

Transfer is allowed in a jurisdiction 
with an "adequate level of 
protection" or with special 

guarantees 

Both regimes seek to control the 
flow of data 
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The analysis shows that, despite the general principles, the GDPR sets a higher "bar" of 

protection, shifting the focus from formal compliance with procedures to demonstrating operator 

accountability. 

A comparison of these systems reveals key differences in approaches: 

 The Russian Federation focuses on data sovereignty (localization requirements) and 

administrative responsibility. 

 GDPR focuses on market mechanisms and individual rights, using economic incentives to 

comply with the norms; 

 Convention No. 108is the "minimum standard" that allows for national adaptation. 

The impact of international norms on Russian legislation is manifested in: 

 gradual convergence of terminology (for example, the introduction of the concept of "cross-

border transfer"); 

 strengthening the requirements for informing subjects; 

 development of supervision institutions (the role of Roskomnadzor in the case of Russia as an 

authorized body). 

Thus, the current legal framework for the protection of personal data is a complex multi-level 

mechanism that combines national norms with international standards.  

1.2. The main threats in the context of digitalization 

The development of digital services, cloud platforms, and automated data processing systems 

is accompanied by an exponential increase in the number of cyberthreats. Their scale and complexity 

are constantly increasing, creating systemic risks for the security of personal data (PD). Below is a 

structured analysis of leak dynamics. 

 

Figure 1. Dynamics of personal data leaks by year. 



VI Всероссийская (национальная) научная 

конференция: «Наука, технологии, общество: 

Экологический инжиниринг в интересах 

устойчивого развития территорий»  

(НТО-VI-2025) 

 17 (2025) 

 

 
 

Д. С. Арнаут, А. Б. Остапенко. Защита персональных данных в условиях цифровизации 
 

The graph shows an alarming growth trend in both the number of personal data leaks (PD) 

and the volume of compromised information for the period from 2013 to 2023. The data is presented 

as two indicators: 

 blue columns - the number of registered leaks in absolute values. 

 red columns - the amount of leaked personal data records, measured in millions of records. 

In 2013, the situation with leaks looked relatively stable:127 leaks were recorded, while the 

volume of compromised data was only 3.3 million records. However, by 2014, there was an increase: 

the number of incidents increased to168, and the volume of leaked data - to 34.5 million [3]. 

In the following years, the dynamics show a wave-like, but generally uptrend: 

 in 2015-2016, there is some stabilization (about 120-230 leaks), but data volumes continue to 

grow (up to 129.1 million in 2016). 

 Since 2017, the number of incidents has been steadily increasing: from 262 leaks in 2017 to 

770 in 2022. 

 at the same time, the scale of compromise is also growing: from 5.8 million records in 2017 to 

702.2 million in 2022. 

The peak in both the number of leaks and the volume of compromised data occurred in 2023: 

 656 leaks were registered. 

 a record 1,121. 3 million personal data records were compromised. 

It is noteworthy that the dynamics of the number of leaks does not always correlate with the 

volume of compromised data. For example, in 2019, the number of incidents (471) exceeded the 

figures for 2023, but the volume of leaked data (273.9 million) was significantly lower than in 2022-

2023. This may indicate that attackers have targeted large databases in recent years, rather than a 

series of small attacks. 

Analysis of the chart allows us to draw 5 significant conclusions: 

1. Exponential growth of threats: over 10 years, the number of leaks has increased more than 5 

times, and the volume of compromised data-hundreds of times. This indicates a serious 

cybersecurity crisis. 

2. Shifting the focus of attacks: if previously there were mostly small leaks, now attackers are 

targeting large databases (for example, databases of banks, medical institutions, and social 

networks). 
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3. Insufficient security measures: despite the development of cybersecurity technologies, the 

growth rate of leaks outstrips the rate of implementation of security mechanisms. 

4. The need for stronger regulation: more stringent requirements for the protection of personal 

data by regulators are required, as well as increased responsibility of companies for incidents. 

5. Critical importance of staff training: the human factor remains one of the key causes of leaks 

(phishing, lost media, weak passwords). 

Thus, the situation requires a comprehensive approach: strengthening technical protection 

measures, raising user awareness, and tightening legislation in the field of information security. 

Without systemic changes, the trend of increasing leaks will only worsen, creating risks both for 

individual citizens and for the economy as a whole. 

2. Personal data protection measures 

Personal data protection (PD) is not a one-time measure, but a continuous process that requires 

coordinated work in three areas: technical protection, organizational procedures and legal regulation. 

Without the interconnection of these elements, the security system remains vulnerable. 

Technical protection is at the heart of personal data security. It involves using encryption to 

protect data during storage and transmission, implementing authentication systems (including multi-

factor authentication), and monitoring cyber threats using antivirus software and specialized systems 

(IDS/IPS, SIEM). It is also important to back up information, protect endpoints (computers, 

smartphones), and securely segment the network using VPN technologies. 

Organizational measures are equally important. They form a security culture within the 

company: they establish rules for data processing and protection, regulate access to information, and 

determine how to respond to incidents. A key element is regular training of staff in the basics of 

cybersecurity, including phishing detection and password management. You also need to audit 

security measures, manage the data lifecycle (from storage to secure destruction) , and assign a 

responsible person (for example, a DPO-a data protection specialist). 

Legal support sets the "framework" for working with personal data. It includes compliance 

with relevant legislation (for example, Federal Law No. 152 "On Personal Data" and the GDPR for 

International Transactions), informing subjects about the purposes of processing their data, and 

obtaining written consent to processing. Subjects should be able to control their data: access it, request 

deletion or transfer [3]. Operators are required to promptly notify regulators (for example, 
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Roskomnadzor) of any violations. It is also necessary to document all security measures and comply 

with the rules for cross-border data transmission. 

The essence of effective protection of personal data is the close relationship of all areas. 

Technical means must comply with legal requirements, organizational procedures must ensure the 

correct use of technologies, and legal norms must be reflected in regulations and supported by 

technical tools. For example, automating consent to data processing combines legal requirements, 

organizational processes, and technological solutions. 

To strengthen security, it is important to regularly assess risks, involve independent experts 

to audit and test systems (pentests), and implement modern approaches such as the "Zero Trust" 

principle, in which each access request is checked regardless of the source. It is equally important to 

develop a culture of cybersecurity at all levels of the organization-from top management to ordinary 

employees. 

Thus, reliable protection of personal data is a balanced system, where each element supports 

the others, forming an impenetrable shield against cyberthreats. Only such a comprehensive approach 

can minimize the risks of leaks and unauthorized access to confidential information. 

3. Law enforcement practice 

The analysis of law enforcement practice shows that the effectiveness of personal data 

protection is largely determined not only by the quality of the legislative framework, but also by the 

nature of its implementation in practice. 

The experience of Roskomnadzor demonstrates a systemic problem: a significant part of 

violations is not related to deliberate disregard for standards, but to the lack of awareness of operators 

about the requirements of the law. Many organizations that process personal data do not fully 

understand the scope of their responsibilities, from the rules for obtaining consent to the requirements 

for storing and destroying information [4]. This leads to formal, rather than substantive, compliance 

with regulations, which creates loopholes for data leaks and misuse. 

Statistics for 2023 show an alarming trend - a steady increase in the number of complaints 

from citizens about illegal processing of personal data. The increase in requests indicates two 

important processes: on the one hand, the legal literacy of the population is growing, people are more 

actively defending their digital rights; on the other, significant gaps remain in data operators ' 

compliance with standards. This dynamic actualizes two strategic objectives: 
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 increasing the level of digital literacy of the population-explaining the rights of personal data 

subjects, protection mechanisms and the procedure for filing complaints; 

 improvement of state control - strengthening of preventive work with operators, introduction 

of risk--based supervision, development of tools for rapid response to violations. 

International practice provides valuable guidance for improving law enforcement. In 

particular, the experience of applying the GDPR in the European Union shows that tough penalties 

(up to 4 % of a company's global turnover) are a powerful incentive for compliance. Under pressure 

from regulators and potential financial losses, organizations are forced to: implement the "privacy by 

design" principle; build comprehensive compliance programs that include regular audits, staff 

training, and documentation of security measures; review approaches to cross-border data transfer, 

assessing the level of protection in-recipient countries [5]. 

It is important to note that the effectiveness of sanctions depends on their predictability and 

transparency. The GDPR shows a balance: fines are not punitive in nature, but serve as a tool for 

correcting behavior - companies that promptly eliminate violations can count on mitigating the 

consequences. 

The following conclusions are relevant for Russian practice: 

 it is necessary to strengthen the preventive component of surveillance - conduct training 

seminars for operators, publish standard cases of violations and recommendations for their 

prevention; 

 Mechanisms for pre-trial dispute resolution between data subjects and operators should be 

developed, reducing the burden on the judicial system. 

 It is advisable to study the EU's experience in encouraging voluntary compliance through the 

certification and labeling of products that meet data protection standards. 

Thus, law enforcement practice is not only about fixing violations and punishing those 

responsible, but also a systematic tool for creating a culture of responsible handling of personal data. 

Success is achieved through a combination of strict control, awareness-raising, and creating 

incentives for voluntary compliance. 
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4. Development prospects and recommendations 

Improving the level of personal data protection is a continuous, multi-faceted process in which 

technological innovations, regulatory regulation, international interaction and educational work are 

closely intertwined. 

In the technical sphere, the development of methods for anonymizing and pseudonymizing 

data is of key importance. These approaches can significantly reduce the risks of information 

processing, while maintaining its analytical value for research and business-processes. At the same 

time, it is becoming increasingly important to tighten security requirements for cloud services - with 

the expansion of their use, it is necessary to improve encryption, access control and monitoring 

mechanisms. Solutions based on distributed data storage and blockchain-technologies that increase 

the integrity of information and transparency of operations with it look promising. Equally important 

is the introduction of anomaly detection systems using artificial intelligence - they allow you to 

quickly detect suspicious actions and prevent leaks before the onset of critical consequences. 

The regulatory framework requires constant updating, taking into account the evolution of 

digital threats. It is necessary to improve national cybersecurity standards, adapting them to new 

challenges - for example, related to the development of generative artificial intelligence or the 

prospects for quantum computing. Harmonization of legislation with international standards has a 

significant effect: this simplifies cross-border data exchange while maintaining security guarantees 

and creates conditions for mutual understanding between regulators in different countries. In addition, 

it is important to develop clear criteria for evaluating the effectiveness of security measures - objective 

metrics that allow organizations to measure the level of security and demonstrate it to regulators. 

International cooperation is becoming an essential element of protection in the context of the 

globalization of cyberthreats. Joint initiatives to counter cross-border attacks-sharing information 

about vulnerabilities, coordinating incident investigations, and developing common data protection 

standards-reduce barriers to business and increase overall trust [6]. Participation in international 

working groups (for example, at the UN or the OECD) contributes to the formation of universal 

principles of responsible handling of personal data, which take into account the cultural and legal 

characteristics of different regions. 

Educational work remains the foundation for the sustainability of the entire system. Improving 

the digital literacy of the population - training in the basics of cyber hygiene,rules for safe use of 

online-services, and mechanisms for protecting your data - reduces the vulnerability of end users. It 
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is equally important to develop a responsible attitude to information processing: to explain the 

consequences of careless handling of personal data for both individuals and organizations. For 

professionals, it is necessary to develop training programs for personnel who are able to implement 

modern security measures, analyze risks and respond to incidents. 

Integration of all areas determines the success of the strategy. Technical solutions should be 

based on clear regulatory requirements, international cooperation should complement national efforts, 

and educational programs should support the introduction of new technologies and standards. Only a 

balanced approach that takes into account the dynamics of digital threats and changing expectations 

of society can ensure reliable protection of personal data in the long term. 

5. Conclusion 

Personal data protection is an essential element of the functioning of a digital society. In the 

context of rapid digitalization and growing volumes of processed information, it becomes not just a 

legal obligation, but a fundamental condition for trust between citizens, businesses and the state. The 

protection of personal data is not an end goal, but a continuous process that requires flexibility, 

cooperation and continuous improvement. This is the only way to build a digital society where 

technology serves people, not puts them at risk. 
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